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NMnaTtdpopma nHMLMaTUB B 06N1acTH
6e30nacHOCTU U O6OPOHDI

FubpudHble y2po3bl Kak HeombemsiemMasi 4Yacmb ro/iIHoMacwmabHol BoUHbI Poccuu npomus YKpauHbl
rnpuobpemarom HoBble BCe 60/iee U30WPEHHbIE (hOpPMbI OUBEPCUOHHbLIX delicmsul, pacwupsisi ouanal3oH
MPUMEHEHUs1 HempaouyUOHHbIX UHCMPYMEHMOB CU/Ibl B8 COYemaHuu C BPaxoebHbIMU 2UbPUOHbIMU
makmukamu u cmpameausiMu. Pecny6siiuka Mosidosa 6y0y4u COCeOHUM C YKpauHol aocydapcmsom
ucrnbimasna Ha cebe hakmuyecku BECb Criekmp 0ecmpyKmusHbIX rnocieocmsuli amol BoUHbI, OKYHYBUWUCH
Hapsidy C MnpeooosIEHUEM MOPOXOEHHbIX €K MHO204UC/IEHHbIX [PO6/eM, B HOBYH BOJIHYy 2UBPUOHbIX
BbI30808. B amux ycs08usix HeE06Xx00UMOCMb MUHUMU3ayuu puckos uHghopmayuoHHol 6e3onacHocmu
U yKpernsieHue ee ycmoliyugsocmu cmaHoBssimcsi 0OHOU u3 nepsocmerieHHbIX 3aday 20cyoapcmasa.

YcyryomBlunecs rmbpugHole yrposbl npuobpenn Hosble (QOPMbl UM NPOSIB/IEHUA, 3a8BMB O cebe kak o
HeoTbeM/IeMOI YacTW MOCMeACTBUIA NPAMbIX BOEHHbIX AEWCTBUIA B covyeTaHuu ¢ rmbpuaHbiMu cnocobamu
BeZleHNS BOVHbI MaclTabHO MCMosb3YLWKMMUCA, B TOM Y1C/e, U ANs Aectabuimsauumn cutyalmm B coceHNX
C YKkpauHoil rocygapctBax. B Mongose ux nNpuUMCNSAOT K BblI30BaM HETUMUYHOIO rMOPUAHOIO Xapakrepa,
CrpaBUTLCA C KOTOPbIMM BeCbMa HEMpPOCTO. IOTO MOpOXAaeT MaHWYeckne HaCTPOeHWs M MacCoBOe
HeJOBO/IbCTBO  BO3HWKWWMW  TPYAHOCTAMM ob6GecneveHnss 6e30MacHOCTM  rocygapctsa W rpaxgaH
NMOCPeLCTBOM MPEBEHTUBHbLIX MEP CO CTOPOHbI BNACTHbIX CTPYKTYp. O4HUM 13 Haubonee ApKUX MPUMEpPOB
Takoro pofa nposiBNEHWA, ABMAKTCA  JIOXKHble  npeaynpexgeHus o  6ombax, CTpPeMUTEsIbHO
pacnpocTpaHuBLUMECS NO Bcei cTpaHe. Tak, ecnu B 2021 6b1510 3addUKCUPOBAHO 25 NOXHbIX cpabaTbiBaHWiA,
To nocne 24 despana 2022 roga fgaHHble cnyyanm AOCTUINM yxe 245 3adiMKCMpPOBaHHbIX cpabaTbiBaHWi U
OHW NMpOoAO/HKaT HapacTaTb. [ectabunmsauma o6uecTsa, AUCKpeauTauns BO3MOXHOCTEN npesynpexaeHns
N CBOEBPEMEHHOIO pearvpoBaHuA rocyypexaeHuii Ha npobnembl 6e30MacHOCTM, a Takke pas3xuraHve
HEHaBUCTU W He[O0BepUs Cpeau rpaxaaH BbICTYNalT B PO OCHOBHbIX Leneli opraHn3aTopoB AaHHbIX
AecTabununsnpyrowmx AencTeuii. VIMEHHO OHWM C/yaT OCHOBOMOMaralWyMn NPensaTcTBUAMU Ha NyTU K
noAAepXaHuio Mnpa, egUHEHNIO 1 06LHOCTY ABWKeHNUs Pecny6nuvkn Mongosa no Tpaektopum conmxeHmns ¢
EC, uto nget B paspes ¢ uenamm Poccuiickoin epepauny B OTHOLIEHUM FrOCYAapCTB, KOTOPbIE OHAa OTHOCUT K
30He CBOEero TpaAuLMOHHOIO B/IUSAHUS.

KonnuecTBo Takoro poga npefynpexaeHuii KpacHOpeuMBO CBUAETENbCTBYET O TOM, HACKOMIbKO TPYAHO
B/IACTHbIM CTPYKTypam Mo/4oBbl CNpaBfifATbCA C HapacTawlwuMMu MOpUAHBIMKA yrpo3amn B pesysibTaTe
nocneAcTBUi NONHOMACLUTaOHbIX BOEHHbIX AeNCTBUI Poccnn npoTusB YKpavHbl ANSALWKXCS Yyxxe 6onee cemu
fonrmx  MecsueB. 3ajava  BbISIBIEHUS OpraHvM3atopoB WM Tak Ha3blBaeMbIX aBTOPOB  JIOXKHbIX
npesynpexaeHnuin - IBNSeTCA  4pes3BbluailHO COXHOW, MOCKO/IbKY MHOTMe 06bAB/EeHWSA [enatTca Mo
3N1EKTPOHHOI NoyTe 1 UX TPYAHO uaeHTuduLmMpoBaTb. B 310l cBA3u coTpyaHnyecTso Pecny6nvkn Mongosa
C eBponeinckMMn CTpyKTypamu Mo3sosseT addekTiBHee pearMpoBaTb Ha Takoro poga cryyau
fectabununsaummn. Tak, B 4acTHOCTM, 6narofaps TEXHUYECKOW akcnepTuse EBponona, yaanocb yCTaHOBUTH
agpeca 3MeKTPOHHOW MOYTbl aBTOPOB HEKOTOPbIX JIOXKHbIX COO0OLWEeHuiA. Be3ycnoBHO, 3TO He pelsaet
npobnemy KOMM/IEKCHO, OAHAKO AaeT MOHVMaHVWe BaXHOCTW pasBUTUS TEXHUYECKOW COCTaBnsaloLwWwel mep
6e3onacHocTV B 60opbbe ¢ rmépuaHsiMy yrpo3amu.

He npekpawatorca 1 OonbiTkn knbeparak Ha WHKOpPMAaLMOHHbIE CUCTEMbI [OCYAaPCTBEHHOIO 3HAYEHUS.
CornacHo gaHHbIM Ciyx6bl MHOPMAaLMOHHbBIX TEXHOMOTMIA U kKnbepbesonacHocTu (CUTKB) uensamu gaHHbIX
aTak BbICTYNuU/iM Okosio 80 MHKOPMALMOHHBLIX CUCTeM, NAatgopM M Ny6/MYHbIX NOpPTasioB. Takoro poga
MaccupoBaHHble TMepUAHbIE HACTYMNIEHNSA HOCAT KOMMIEKCHbIV, MHOTOBEKTOPHbIN XapakTep; UHTEHCUBHOCTb
KOTOPbIX CK/IOHHA K W3MeHeHusAM. WX uenb 3akiwyaetca B TOM, 4TOObl caenaTb  rocyAapCTBEHHbIe
MH(POPMAaLMOHHbIE pecypcbl HeAOCTYNHbIMU MyTemM Mepefayy 60MbLIOTO  KOMMYECTBA 3amnpocoB Ha
NoAKNOYEHME NAKM BONBbLUIOI0 06beMa AAaHHbIX, T.e. DaKTUYECKN peyb UAET O CO3h4aHUM BO3MOXHOCTEN ANns
neperpy3ks pecypcoB 06paboTkM MHGOPMALMOHHBLIX cucTeM. [laHHble aTaku OCYLECTBASKTCA M3-3a
npegenos Pecnybnukn MonpgoBa, ¢ IP-agpecoB pasHbiX CTpaH, B OCHOBHOM CO CKOMMPOMETUPOBAHHOIO
060pyaoBaHMA U CeTeN.



https://newsmaker.md/rus/novosti/glava-mvd-za-pervoe-polugodie-v-moldove-zaregistrirovali-245-lozhnyh-soobscheniy-o-bombe/
https://moldova.europalibera.org/a/val-de-atacuri-cibernetice-%C3%AEn-r-moldova-reforma-nu-se-va-atinge-de-raioane/32004692.html
https://www.ipn.md/en/moldovan-cybersecurity-watchdog-says-80-public-systems-attacked-in-recent-days-7967_1091882.html
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Kpome TOro, Hekotopble CMW Pecny6nvkn MongoBa C MPOKPEM/IEBCKOW peaakuMOHHOM MNOAUTUKONM
NPOAO/KAT NpoABuraTb MAEK O HacaxgeHun B MongoBe pycodoOCKMX HACTPOeHui. MpumepoM MoXeT
NMOCNYXUTb peakuma Ha obHapofoBaHve rnaBoil rocygapcTea nonpasok B Koaekc ayaMoBu3yasbHbIX Meana-
ycnyr. Heckonbko calitoB 0ny6/MKoBa/ii HOBOCTb, B KOTOPOW OblIM NPOUUTMPOBAHbLI CrioBa MUHMCTpA
NHOCTPaHHbIX Aen Poccuiickon depepauymmn Cepres JlaBpoa: “K coxaneHutio, MongoBa ceiyac nbitaetcs
OTMEHUTb, KaK 1 Ha YKpauHe, Bce, 4To ABnseTcsa poccuiickum”. Peub naet o Kp.md, Noi.md, Newsmd.md n
ApYrMx MHOPMaUNOHHbBIX noptanax. Mpu atom, crefdyeT 3aMeTuTb, YTO MOS4aBCKue pefakuuun, Kotopble
NPoOLMTUPOBa/IM 3asiB/IEHNE POCCUIMCKOr0 YMHOBHWMKA, MCMOJ/Ib30Ba/IM B CBOUX MeAMAHBLIX MOCbIaxX TOJIbKO
uUTaTy, He YTOUYHSS NpU 3TOM Le/b NPUHATMA 3akoHoA4ATeNbHbIX M3MEeHeHWI B Pecnybnvke Mongosa n mnx
CYTb.

MpoaBwKeHVe pas3nMYHOro poga (erkoBblX, MaHUMYAAUMOHHBLIX W Ae3UH(OPMUPYIOLLMX HappaTtuBOB
CTUMyNuMpyeT NOAAEPXKKY CO34aHHOro Poccuei npefacrtaBnieHns 0 npaBoTe ee AeiCTBUA B NPOTUBOCTOAHUN
3anagy, KOTOpoe OHa akTMBHO NpoABWraeT cpeaM CBOMX CTOPOHHMKOB. Kakoli 6bl KOLLYHCTBEHHON He
Kaszanacb 3Ta LAHHOCTb, TEM HEe MeHee OHa ABNAEeTCA PeaslbHOCTbIO U MPUHATAE COOTBETCTBYHOLUUX MeEp B
NPOTMBOAENCTBMN 3TOMY BUAMTCA KpaliHe BaxHbiM. Pecny6nvka MongoBa, UCXOAsi M3 UMEILLMXCSA Yy Hee
BO3MOXHOCTEN, npegnpvHuMaeT HeobXxoAMMble YCUINSA B 3TOM Hanpas/ieHun. Tak, C Havyasia BTOPXEeHWs
poccuiickon apmum B YKpavHy B dpeBpane 2022 roga, no Tpe6oBaHutio CUBE 6binn 3ab6/10KMpPOBaHbI
HeKoTOopble caiTbl, pacnpoCTpaHsBLUME JIOXHYH MHOPMaLMIO U NoacTpekaTesibCcTBa K HEHaBUCTN N BOMHE.
Cpegn Hux: Vkurse.md, Sputnik.md, Gagauznews.md, Ehomd.info, Flux.md, Rosca.md. lMNpepoTBpatleHue
pacnpocTpaHeHnss KpPemIeBCKMX MponaraHAMCTCKMX HappaTtvBoB 006 YKpavHe W ykpavHuax, a Takke o
noaaepXkke BOEHHOW arpeccum Poccum nNpoTMB YKpauHbl CNOCOOHO OKasaTb B/IMSHWE Ha 06LecTBEHHOe
MHEHME W eCNN He MOMHOCTbI0 M3MEHUTb, TO MO KpalHel Mepe, COKpaTUTb HapacTaHwe pasfesimTesnbHbIX
NNHWI MeXay CTOPOHHUKaMM 1 NPOTUBHUKaMW AeACTBMIA Poccruy B OTHOLLEHMUM YKpPauHbI.

BaxHbIM BMAUTCA OTMETUTb, UYTO TEKCTbl MNy6/MKyemble canTtamu, 3abnokmpoBaHHbiMM CWB, koTopble
pacnpocTpaHann Aes3vHopmaunio 1 MaHUNyNAUUN, B TOM Yncie gelikn o BoitHe Poccum NnpoTyB YKpauHsl,
4yacTo NoSIBNSANNCL B CNUCKE ONpoBepXeHuin noptana https://euvsdisinfo.eu/ — pecypca EBponeiickoii cryxosbl
BHELLHMX CBSA3El, Cneunan3npyoLerocs Ha nposepke nHgopmaymmn n 6opbbe ¢ delikamn. PasseHumBaHme
MWUGIOB SIBMISIETCS KpaHe BadKHbIM, a 6/10KMpOBaHME MHOIMX NOAO0OHbLIX CaliTOB BbICTYNAaeT HEOTbEM/IEMOIA
yacTblo Mep 3awWnTbl HaceneHus Pecnybnukn Mongosa oT gesnHdopmMaLmu.

OTArowaloT yAa3BMMOCTb MNOMOXEHNUST B KOTOPOM OKasasniacb MosigoBa M HACTPOEHMS MNPOPOCCUIACKMX
pervoHoB Mosi0OBbI, r4e OTHOLWEHNe K Poccuu pakTUYeCcKM He N3MEHWIOCb He TOJIbKO MOC/ie aHHeKCUN ero
KpbiMa 1 BOIiHbI Ha [loHb6acce, HO M MOCMe Hayana NosIHOMacLITabHoOW BOWHbI Poccuy NpOTMB YKpauHbI.
XXutenn pycckos3sblYHbIX PerMoHoB MosgoBbl B CBOMX BbICKa3blBAHUAX BCAYECKM M36eratoT MCMnosib30BaHUA
Takux BbIpaXeHWI Kak “BOMHA”, "cneuonepauus”, HasbiBas npoucxogsilee B YKpauHe “cutyaumnein” wunm
“ucnbiTaHnem”. MNpu aToM pelTuHr Poccun 1 rnaebl rocygapctea B. MyTuHa B 3TUX pernoHax cpegmn Tak
Ha3blBaeMbIX “30MOUPOBaHHbLIX” CTOPOHHMKOB BOWMHbLI NPOAO/HKAOT OCTaBaTbCs BbICOKUMM.

310 Kacaetcs M uX yb6exaeHHOCTM B npaBoTe ero AelcTsuiA, B 4aCTHOCTM B TOM, YTO AOMYCTUTb elle
6onbwero pacwupeHuns HATO ¢ BKIKOUYEHHOCTbIO B €ro cocTaB YKpauHbl 6bi10 ansa Poccun nonpocty
HeJOonyCTUMbIM, MOCKOJIbKY 3TO YrpOXaslo ee HauuoHaslbHbIM MHTepecam U 6e30MacHOCTU. B HbIHELHUX
YC/IOBUSIX CMEKTP Mep 3awuTbl HaceneHus MongoBbl OT pAe3nHopmauun, MaHUNYAAUUNA,
nponaraHgbl, HOBbIX DOPM U NPOABAEHNI TMOGPUAHBIX BbI3OBOB, A0/HKEH GbiTb pPaclUMpPEeH PaBHO Kak U
OT Yy4yacCTMBLUMXCS C/lydyaeB Kubepartak, pacrnpoCTpaHMBLUMXCA Ha roCyAapCTBEHHbIE MH(OPMAaLUNOHHbIE
CUCTEMBI.


https://www.legis.md/cautare/getResults?doc_id=131800&lang=ro
https://euvsdisinfo.eu/
https://www.bbc.com/russian/features-60537392
https://www.svoboda.org/a/shok-somnenie-i-molchanie-rossiyane-i-voyna-v-ukraine/32028600.html
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Pecny6nvka MongoBa HEOHOKPATHO WUCMbITbiIBaNa Ha ce6Ge 1 A0 BOWHbI B YKpauHe BNMSIHUE POCCUIACKMX
CUNOBbIX 1 HECWU/TOBbLIX CNOCOGOB AAaB/EHUS TMOPUAHONO XapakTepa ¢ UCMNo/1b30BaHUEM MH(OPMALMOHHbIX U
3N1eKTPOHHbIX PECYPCOB, KMbepaTtak, B TOM UnC/e, U B COYETAHUN C IKOHOMUYECKUM AaB/ieHneM. B ycrnoBusix
HOBOr0O BUTKA rMOPUAHbIX Yrpo3, Korga rmbpuaHas arpeccus akTuBusmMpoBasiacb ¢ 0Co60i cunoli Bonpoc 06
060POHUTENbHBIX Mepax W [AeACTBEHHOM MexaHu3Me OonepaTVBHOIO MpeABapuUTe/IbHOr0 pearnpoBaHus
aKTyann3npoBasiCsa Kak HUKoraa paHee.

EBponelicknii Coto3 ygensieT ocoboe BHMMaHWe noAdepXaHnio CBOel BHYTPEHHEeWl YCTOMYMBOCTU U
YyBCTBUTE/NIbHOCTU K HApacTaloLWmM rmbépuaHbIM yrpo3am, hoKycrpys BHUMaHUE Ha NeraibHbiX MexaHu3max
npegoTBpaLleHns rmopraHbIX BbI30BOB. Tak, B MIOHE HblHELWWHero roga EBponeiickas komuceus npegcrasuna
Y)XXECTOYEHHbIN KOAEeKC noBeaeHusa B 60pbbe c_aesuHdopmaumen, yxe nofnucaHHbIi TakuMu UHTEPHET-
ruraHtamu, kak Google n Twitter. O6HOBNEHHAss Bepcus KOAEKca, CorflacoBaHHas Ha (oHe naHaemuu
KOpOHaBupyca 1 BOWHbI Poccun B YkpauHe, npefycMaTpvBaeT B YMcC/e NpoYero ycuieHve 6opbbbl C Tak
HasblBaeMbiMK "gundeiikamn” (Deep Fakes) - kpaiiHe npasaonogo6HON Ae3nHpopmaumeil.

HakonneHHbli onbIT M fyywme npaktukM ctpadH EC ybeauTenbHO [JokasblBawT, yTto A8 Pecny6svku
Mongosa Bce 06o0siee 0O4YEBUAHON CTAHOBUTCA HEOGXOAMMOCTb YKpensieHua ycrtonuumsoctu CMU,
npaBUTENIbCTBEHHbIX PECYpPCOB, pacliMpeHuss o6pas3oBaTesibHbIX WH(POPMALUOHHBLIX KamnaHuii u
MeAWAHO rPamMOTHOCTU, yNyuleHUA (PaKTUEKMHIOBbIX MEeXaHUM3MOB, NoBbileHne 3¢hheKTUBHOCTHU
3aWnTbl AaHHbIX C BHeApeHMEM A1 3TOro0 COOTBETCTBYHOWMX TEXHUYECKUX peweHuii. Ocob6eHHo
BaXXHbIM 3TO BMAMTCH B KOHTEKCTE peannsalunm HaMeuyeHHOro npoeBponeckumn Bnactamu MNnaHa gencrenii
Mo BbINO/IHEHWUIO ycnoBuin EC. B yacTHOCTU, NPpUHATUSA 3akoHa 0 6e30MacHOCTU CeTeBbIX Y MHADOPMALMOHHbIX
cucTeM B cooTBeTcTBUM ¢ Anpektusoii EC o ceTeBoii 1 MHOpMaLMOHHOM 6€30MacHOCTU C Lefblo CO34aHNs
3(P(PEeKTMBHON OCHOBbLI KMOEp6Ee30MacHOCTN; BbIPAOOTKM CcTpaTernii, CnocOoOGCTBYIOLWNX YKPEMNEHNIO
MHPOPMALMOHHON 6€30NacHOCTM U 3almUTbl O6LECTBEHHOCTU OT TMOPUAHBIX YIPO3 U KMGepnpecTynieHn.
Cucrtema onepaTtvBHOIO pearmpoBaHus Pecnybonuks MosngoBa Ha rMbpuiHble Bbi30Bbl A0/MDKHA OblTb
HafexXHolW 1 3AEKTUBHONW COCTaBHOW YacTblo WMHGOPMALMOHHON 6€30MacHOCTM CTpaHbl, CMOCOBHOM
npegoTBpalaTb PUCKN NOABIEHNUS TMOPUAHBIX Yrpos.

O6GecneyeHne WHGOPMALMOHHOW 6GE30MacCHOCTU Hawero rocyfapcTBa, BHeApeHWe nepefoBbIX
€BpOoneiiCKMX NpPaKTUK U NoBbiweHne 3(P(PEKTUBHOCT MEP U MEXAHU3MOB, CHMWKAKOLWUX PUCKM
rM6pPUAHbLIX BbI3OBOB U YIpo3 B LU(PPOBYIO 3MOXY SAB/SAIOTCA 3a/10TOM €€ YCTOWUYMBOCTM.


https://www.dw.com/ru/evrosojuz-uzhestochil-kodeks-povedenija-v-borbe-s-dezinformaciej/a-62157677
https://www.dw.com/ru/leviev-gluhovskij-soldatov-kogo-eshhe-presledujut-za-fejki-ob-armii-rf/a-62055741

